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SUMVARY:

. Finally, the objects of the attack are less likely to be traditiona
mlitary targets, and nore likely to be a nation's "conmercial and industrial
under pi nnings," its tel econmuni cati ons conpani es, power conpani es, financi al
centers, and the like. ... A terrorist hacker or corporate spy seens nore the
normto date. ... Wiuether a threat to inflict a serious information attack
such as the takedown of Wall Street, could be considered an illegal threat of a
use of force would depend on several things. ... Interestingly, Article 41 of
the U N Charter appears to dismiss as uses of arnmed force (a slightly
different, but related term) a broad swath of deleterious activities which could
well be the result of an information attack. ... The | C) disagreed, concl uding
that "customary international |aw continues to exist and to apply, separately
frominternational treaty |law, even where the two categories of |aw have an
identical content." ... Laying nmines without identifying their location and
U S. overflights of N caragua were also held to violate customary internationa
| aw on non-use of force and recognition of sovereignty. ... The broad | anguage
of the U N Charter, its construction as a |iving docunent, and the latitude it
affords the Security Council in determ ning what amounts to a threat to the
peace, a breach of the peace, or an act of aggression all provide a workable
framework for applying new IWinterpretations to the old terms.

TEXT:
[ *224]
It is not at all clear at this tinme whether informationwarfare neasures
taken by a potential adversary . . . would be readily detectable. The question

of "how do you know you are at war" may be difficult to resolve in view of the
potential ambiguity associated with Information Warfare. nl

|. Introduction

In earlier tines the question, "How do you know you are at war?" woul d have
seened di si ngenuous. When the boul ders canme catapulting over the fortress wall,
one could be fairly certain one was at war. Battering ranms punching in the
king's fortifications, rows of redcoats firing nuskets in unison, and incom ng



cannonbal ls were all fairly clear indicators of war. Wars, at one tinme, were
even formally decl ared, which of course took much of the guesswork out of it.
But in recent tines war has been beconme nore difficult to define, and
information warfare (IW seens likely to be the nost elusive yet. n2 Part of
the reason is that |Wcan take place in an entirely newrealm that etherea

pl ace sonme call "cyberspace" n3 and others call the "infosphere." n4 Another
[*225] reason is that nany of the weapons used can be bought in any conputer
store and | ook exactly like the tools used to produce term papers and generate
spreadsheets. The weapons' effects nay not be to produce i medi ate death and
destruction of property, but to innocuously mani pulate bits of data, changi ng
ones to zeros and vice versa, to deleterious effect nonetheless. Finally, the
objects of the attack are less likely to be traditional mlitary targets, and
nore likely to be a nation's "commercial and industrial underpinnings," its

t el econmuni cati ons conpani es, power conpanies, financial centers, and the |ike.
n5 Many believe that an "electronic Pearl Harbor" is inevitable. n6 This al
requires a serious reevaluation of what constitutes an illegal use of force in
the Informati on Age. n7

The i nmportance of delineating what constitutes a "use of force" in the age
of IW n8 is twofold. First, it assists in determ ning when the United States
may be entitled to exercise self-defense or sone | esser formof sanctions
agai nst one who uses certain infowar techni ques against the United States. n9
Second, it puts the United States on notice as to when its own conduct may
legitimately be described as a use of force, thereby entitling other [*226]
nations to take self-defense or other appropriate measures. nl0 Currently there
is a dearth of guidance on the issue. Indeed, one prom nent practitioner has
opi ned, "Currently, we are unable to reliably forecast what kinds of electronic
attack woul d be considered by a target country or by the international community
to be an 'act of war'." nll

1. Background

This Article will begin by discussing the vulnerability of mlitary systens
within the United States, and the vulnerability of the U S. infornmation
i nfrastructure, upon which the nmilitary relies heavily. The Article will then
di scuss sonme recent "attacks" and how their |evel of sophistication has inproved
markedly. Finally, it will address issues in detecting attacks, as well as the
costs associated with such attacks.

A. Scope of the Problem

Wil e sone still speak of IWas a futuristic concept posing only a potentia
concern for future generations, the fact is that information warfare under its
br oadest definition has probably always been a part of warfare. nl2 Sone
definitions of infornation warfare include the conventional bonbing of a
conputer center, as well as propaganda pl oys designed to confuse the eneny. nl3
VWiile | do not contest the potential breadth of the term"information warfare,"”
this paper will primarily focus nore narrowy on those aspects of |Wdealing
with the use of infornmation systenms as offensive or defensive weapons. [*227]
Conventional uses of force against information systenms, such as the bonmbing of a
conputer center, can largely be dealt with using established | aw of arned
conflict constructs to assess mlitary necessity, proportionality, collatera
damage, and the like. nl4 It is the use of nontraditional infornmation weapons
whi ch raise the nbst interesting questions under current |law, and which will be
the focus of this paper.

The threat of an information attack with serious military inplications is
very real. nl5 For instance:

A group of Dutch hackers calling thenmsel ves 'H gh Tech for Peace' approached
diplomats in the Iraqi enbassy in Paris. For a paynent of $ 1 nillion, the Dutch
hackers offered to foul up the network handling | ogistics nessages between bases
inthe United States and U.S. mlitary units in Saudi Arabia. The lraqis
rejected the idea. nl6



VWiile it is not entirely clear what inpact the Dutch hackers coul d have had
on the Gulf War, the coalition's vulnerability was such that it nay have been $
1 mllion effectively spent. nl7 Sone twenty-five percent of the nessage
traffic into Saudi Arabia during the Gulf War was "open, unencoded, and on the
Internet." nl8 Smart hackers woul d not have needed to debilitate the
conmuni cati ons. Merely mani pul ati ng sone of the communications could potentially
have had a grave effect. nl19 A few nisdirected tanks and other armanments coul d
have so foiled battle plans that all data would thereafter have beconme suspect,
at least tenporarily paralyzing operations. n20 This potential for disaster did
not go unnoti ced.

[ *228]

In the wake of the 1991 Gulf War the Departnment of Defense, having
conprehensively dismantled Iraq's critical infrastructures, began to express
concern at the vulnerabilities of its own infrastructures. A series of studies
and war ganmes, along with the well-publicised activities of hackers,
denonstrated that the U S. armed forces had left thenmsel ves wi de open to
di sruption of their command, control, comrunications and | ogistics
infrastructures as a result of their rush to adopt digital, w de area
i nformati on networks. n21

How has the United States becone so vulnerable? In |arge part, U S
vul nerability to such attacks is a product of the fairly rapid conputerization
of Anerica's businesses and nilitary, and the even nore revolutionary shift to
| arge scal e networking of conputers. n22 The nilitary has 2.1 million conmputers
and 10,000 | ocal area networks (LANs). n23 These facts caused the authors of
t he Def ense Science Board Report to observe, "W have built our econony and our
mlitary on a technology foundation that we do not control and, at |east at the
fine detail level, we do not understand."” n24 Few probably were aware of the
heavy dependence upon a single satellite for pager communications [*229] unti
Gal axy 4 spun out of control in May 1998, resulting in |lost service to
approximately 35 mllion users. n25 Also affected were, anong others, Nationa
Public Radio and a | arge nunber of private corporate networks. n26

1. Vulnerability of DOD Systens

How often and how seriously the Defense Departnent is subjected to
information attacks is subject to widely varying reports. n27 One report
clained the nilitary's conputers are probed by outsiders about five hundred
times a day. n28 The sane report indicates only about twenty-five percent of
those intrusions were detected. n29 The General Accounting Ofice (GAO reports
about 250, 000 suspected attacks occurred in 1995, with the nunber doubling each
year. n30 OF those attacks, the GAO report stated sixty-five percent were
successful. n31

The military conducted a classified exercise in the sumrer of 1997, which
ran under the code nanme Eligible Receiver, in an attenpt to assess its
vul nerability. n32 The purpose of the exercise was to show the ease with which
the mlitary's 2.1 mllion [*230] conputers, 10,000 |ocal area networks and
100 I ong-di stance networks could be disabled. n33 In an ironic good news/bad
news rel ease, the exercise was deened a success beyond its planners' wl dest
dreans, because the attack teamwas so easily able to penetrate Departnent of
Def ense (DOD) systens that it dramatically denonstrated continuing w despread
vul ner-ability. n34 Even before the exercise, "the governnent's Joint Security
Conmission called U.S. vulnerability to infowar 'the major security challenge of
this decade and possibly the next century'." n35

2. Level and Character of Attacks

Two California teens (using code nanes Makaveli and TooShort and operating
under the direction of Ehud Tenebaum a.k.a. The Analyzer, a hacker in Israel)
were arrested after a concentrated series of break-ins to mlitary conmputers.
n36 The hackers hit hundreds of sites, including the Air Force and the Navy.



n37 At the tine the attack was called "the nost organi zed and systenmatic attack
to date." n38

Just a couple of nonths later, the | evel was ratcheted up further when the
Mast ers of Downl oading (MOD), a group of ol der hackers reveal ed that they had
broken into a sensitive Pentagon network in Cctober of 1997. n39 MOD had
al l egedly stol en software which coordinated the mlitary's d obal Positioning

System a systemof satellites "used to target missiles and . . . enable troops
to pinpoint their positions.” n40 Shortly after this revelation, MDD all eged
that it had al so stolen NASA [*231] conputer prograns. n4l In an |Internet
chat interview, MOD nenbers indicated they were willing to sell the sensitive

conmput er programs. n42
3. Triggering an Appropriate Response

Defining precisely what constitutes a "threat or use of force" as that term
is used in the U N Charter, and therefore what triggers the of fended nati on-
state's right to respond, whether diplomatically or through the enpl oynent of
sel f-def ense nmeasures under Article 51, is necessarily conplex and not subject
to sinplistic tests. n43 Simlar conplexities surround what constitutes an act
of aggression under Article 39. n44

This is true whether one is evaluating suspected infornmation attacks or nore
conventional kinetic attacks. Thus, this Article does not presume to set out a
test that will yield a definitive black and white answer, but rather wll
address the factors that should go into evaluating such a deternination, and the
speci al conpl exities such a bal anci ng enconpasses in the information age.

B. Wi Cares if You Can't Tell?

Sone may be tenpted to ask, "If we can't even tell whether we're at war in
the informati on age, who really cares?" There are two responses to this. First,
even though one may not know whether one is at war, the damagi ng effects of the
attack nay be very clear. n45 If soneone were to use an infornati on weapon to
take down VWAll Street or the Federal Reserve system we may [*232] not know
whet her we are at war, but the effects of the takedown woul d be devastati ng.
Second, knowi ng whether one is at war delinmts one's responses. n46 If it could
be ascertained that a foreign country had orchestrated the takedown, and that
such acts constituted an illegal use of force under the U N Charter, one nmay be
entitled to respond proportionately under Article 51, possibly incapacitating or
deterring further attacks. n47 To the extent the attack constituted only
potentially crimnal acts, the response would likely be limted to investigation
by the FBlI and possibly other |aw enforcenent agencies, with a view toward
evi dence col l ection and prosecution. n48

This Article will attenpt to provide a basic franmework for answering the
under | yi ng question, "How do you know you are at war?," by looking first to
international law, with special enphasis on the U N Charter, customary
international law, treaties, and the U N General Assenbly's definition of
aggression. n49 This Article will then address donestic | egal issues which
conplicate that determination. In addressing the issue, the author has
specifically avoided using the term"act of war" because of the anbiguities
whi ch acconpany any attenpt at defining it. Instead, this Article will focus on
the nmeaning of "use of force,” as it may or may not apply within the I Warena,
wi th additional consideration given to the related terns "arned attack" and "act
of aggression."

Il1l. International Law

In attenpting to define unlawful use of force, armed attack or unl awf ul
aggression, one nmust first look to international |aw. There are potentially many
sources of guidance under [*233] international law, fromthe U N Charter and
other treaties, to the opinions of the International Court of Justice, to the
practices of nations as exenplified in customary international |aw

The col |l ective | egal guidance on the use of force is sonmetines referred to
as "the regine of force.”" n50 The inportance of the regime of force cannot be
understated. The resolution of its application to IWis of utnost inport.



This part of the legal order--its principles, beginning with articles 2(4)
and 51 of the U N Charter, institutions, and procedures--is perhaps nore |ikely
than any other to be | ooked upon popularly as the neasure of the fiber of any
gl obal culture of |aw and, indeed, of the real existence of an internationa
legal system . . . It is inportant practically since a breakdown of these
principles threatens much greater material damage to human wel | -being, at | east
in the short run, than other areas of the international |egal order. And legally
the reginme of force is of special inportance because participants cannot |egally
opt out of it, unlike purely treatybased regi mes, any nore than they can opt out
of the legal systemitself. They are stuck in both as a matter of law, just by
reason of being nmenbers of the international community. n51

A. The U N Charter

At the tinme of this witing, there are 188 Menber States of the U N
Charter. n52 Some argue that even those few nations not formally Menber States
are neverthel ess bound by the U N [*234] Charter because its wi despread
adoption has essentially transforned it into customary international |law. n53

As with nmany facially sweeping prohibitions, the |anguage of Article 2(4)
has not been interpreted to prohibit all use of force. n54 Its breadth is
tenpered both by the circunmstances surrounding a use of force and other articles
of the U N Charter. n55 A prom nent comentator in the field has noted:

Both the Charter and custonary conceptions of international law with regard
to use of the nilitary instrunent rested on a set of inherited assunptions about
how military conflict is conducted: conflict is territorial, between organized
conmuni ties; conducted by certain types of specialists in violence or "regul ar
forces" who are clearly identified; they concentrate their efforts agai nst each
other in a war zone; the conflict itself is preceded by formal notification
suspended by sone formal arrangenent, and terminated in an explicit and often
cerenoni ali zed fashion. n56 QT

One can easily fit the First and Second Wrld Wars into the above
conception. Contrasting the above conception with an informati on war underscores
the dramati ¢ changes that have occurred since the Charter was witten, and under
whi ch present |egal analysis nust struggle. n57 For instance, an information
[*235] conflict would not generally be territorial. Al points in cyberspace
are essentially equidistant fromeach other and the danage sought in an
i nformati on attack would be oriented towards damagi ng, destroying or
mani pul ating data for the benefit of the attacker or to create chaos for the
victim n58 Information wars would al so not generally be Iimted to those
bet ween organi zed communities. n59 A terrorist hacker or corporate spy seens
nore the normto date. Information attacks are not conducted by viol ence
specialists or "regular forces," but rather persons hacking for profit or
terrorist groups who specialize in taking advantage of software "hol es" or
weaknesses. n60 Information wars will not be concentrated in "war zones," but
perhaps nore than ever will have inpact on civilians through incapacitation of
t el ephone systens, takedown of key electrical grids, or disruption of financial
systenms. The inpact of such operations is likely to be widely felt. n61

1. Al Menbers

Article 2(4) does not directly address the threat or use of force by
nonstate actors, such as terrorist groups and hackers acting i ndependently of a
nati on-state. This can nake identifying a violation of Article 2(4) difficult,
as the attacked state nust first determine that the source of the attack was
anot her nation-state or agents thereof. n62 Wth some types of weapons this is
relatively straightforward. Sophisticated satellite surveillance can capture the
l aunch and flight path of nuclear ballistic nissiles. n63 Unfortunately,
informati on attacks are not nearly so [*236] easily traceable. n64 Typically,



infornmation attackers tend to take circuitous routes through the Internet to
di sgui se their true point of origin. n65

Article 51 provides an exception to Article 2(4) for sel fdefense purposes,
and its self-defense provisions are not specifically limted to actions agai nst
state actors. n66 Furthernore, it is inmportant to note that Article 2(4) and
Article 51 are not coternminous. n67 Thus, not every illegal use of force in
violation of Article 2(4) creates a right to self-defense under Article 51. Some
illegal uses of force do not rise to the |level which justifies an arned
response, but rather must be dealt with diplomatically or by other neans short
of force. n68

2. Threat or Use of Force

Interestingly, during the drafting of the Charter sone states favored
i ncorporating a definition of what constituted illegal aggression within the
Charter. n69 The United States and other mmjor powers opposed this position on
the basis that no definition could properly account for the breadth of
circunst ances that necessarily would have to be accounted for in [*237] any
i ndi vi dual case. n70 The position of the major powers prevailed, thus no such
definition is included in the Charter. n71

Article 2(4) proscribes not just the actual use of force, but also the
threat of the use of force. n72 The nethod of communicating the threat is not
delimted, so comunicating a threat via the Internet would be on the sane
t heoretical footing as communicating a threat by traditional nethods such as
word of nouth or letter. The primary characteristic distinguishing a threat
conmuni cated over the Internet and one conmuni cated by ol der methods would be in
properly confirmng the identity of the sender and integrity of the nmessage
based on the nature of the Internet.

Aggressive preparations for a potential conflict are not generally terned a
threat of the use of force. n73 On the other hand, encouraging the organization
of armed bands for incursions into another state has been deemed a viol ation of
Article 2(4), except for those situations in which such action was requested hy
the host country as a part of collective self-defense. n74

Under the concept of proportionality, a mere threat would not generally
entitle one to react with force, save those special situations in which a
preenmptive strike could be justified as anticipatory self-defense. n75

VWhet her a threat to inflict a serious information attack, such as the

t akedown of Wall Street, could be considered an illegal threat of a use of force
woul d depend on several things. Sone factors to consider would be the legitinacy
of the threat, [*238] whether it is anbiguous, whether it is capable of being
carried out, whether the threat is conditioned, and whether the threat is one of
relative i nmedi acy. OF course, whether such a threat would constitute a threat
of the use of force would depend upon whet her the underlying act would itself
constitute a use of force, so this threshold question will first be addressed.

Does the use of force envisioned in the Charter only prohibit the use of
physical force? The prevailing view anong international |egal scholars seens to
be yes--or at least that the use of force envisioned was nore in the nature of
arnmed force versus economic or political force. n76 The latter were deened
better dealt with under the general limtation inposed by the principle of
sovereign equality rather than as a Charter violation. n77 The phraseol ogy was
specifically intended to be broad, however, both to achieve a "nmaxi mum
conmitment" of nenber states, and also "nore particularly to give the Security
Counci | gui dance combined with wi de discretion in the interpretation and
application of its responsibilities for the maintenance of iInternational peace
and security." n78

There are, however, significant exanples of non-physical uses of force that
do seemto be enconpassed by Article 2(4). Specifically, the provision of
| ogi stical support, n79 the use or threatened use of chenical weapons and
bi ol ogi cal weapons, n80 and aircraft radar |ock-on, would all appear to violate
Article 2(4). n81



The International Court of Justice (1CJ) interpreted the scope of the use of
force to include | ogistical support, at |east under customary international |aw
and the circunstances in the case of Nicaragua v. United States. n82 The case
dealt with [*239] |logistical support provided by the United States to the
contras. There, the court held that the provision of |ogistical support could
constitute a "threat or use of force." n83 Wile the court's holding would al so
appear to apply to Article 2(4), jurisdictional issues confined it to so holding
only under customary international law. n84 Two inportant classes of weapons,
chem cal and biological, are routinely grouped with nuclear weapons under the
headi ng of weapons of mass destruction. n85 Wile both chem cal and biol ogica
weapons coul d be delivered by a sonewhat conventional | ooking bonmb, neither
requires such a delivery device. n86 A very successful attack was made on the
Japanese subway system by the Aum Shinri Kyo (Supreme Truth Sect) religious
group whi ch apparently unl eashed deadly sarin nerve gas by carrying it into the
subways. n87 It appears quite clear that regardless of the delivery vehicle
enpl oyed, the active use of these weapons by one nation agai nst anot her woul d
violate Article 2(4) as an illegal use of force.

Per haps a cl oser anal ogy would be a radar | ock-on during an aerial dog
fight. At |least sone experts seemwilling to classify such a | ock-on, under
certain circunmstances, as unlawful use of force. n88 The same anal ysis would
apply to radar |ock-ons achieved by antiaircraft artillery. There is a tight
correlation to at | east sone types of IW because the situation involves no
physi cal force, but rather sensors which can interpret certain types of directed
energy and alert the pilot through a conputer display. For exanple, in 1998, "an
American F-16 | aunched an [*240] air-to-ground missile at an Iraqgi mssile
site . . . in response to what allied forces said was evidence that radar had
'l ocked on' to a nearby British patrol plane.” n89 Wen questioned about the
| egitimacy of such action, the Pentagon defended the pilot's action, relating
that "his cockpit instrunents had indicated he was being targeted, and under the
rul es of engagenent he was allowed to respond to what he perceived to be a
hostile act." n90

On the other hand, it could be perceived as a legitimte use of a preenptive
stri ke based on the strong presunption that when one's aircraft is "painted" by
the radar of unfriendly forces, the likelihood of an imm nent and deadly kinetic
force attack is so great as to warrant taking preenptive action. If so
justified, the analogy to IWattacks |argely breaks down.

In attenpting to define what is a use of force, it can be instructive to
review what is not considered a use of force. Interestingly, Article 41 of the
U N Charter appears to dismss as uses of armed force (a slightly different,
but related tern) a broad swath of del eterious activities which could well be
the result of an information attack. The article states:

The Security Council may deci de what neasures not involving the use of arned
force are to be enployed to give effect to its decisions, and it may call upon
the Menbers of the United Nations to apply such neasures. These nmay incl ude
conplete or partial interruption of econonic relations and of rail, sea, air
postal, telegraphic, radi o, and other neans of conmunication, and the severance
of diplomatic relations. n9l

Thus, it appears that Article 41 sets out an additional exenption to Article
2(4)'s broad proscription against the use of force--at |east when approved by
the Security Council. This is so because, while it is conceivable that sonme of
t he above-enunerat ed nmeasures coul d be acconplished [*241] w thout the use of
armed force, very few of the nmeasures could be acconplished w thout the use or
threat to use physical force. Wat renmains unclear, however, is whether econonic
sanctions can ever constitute a use of force. n92 The | anguage above seens to
exclude it as a use of arned force, but the | anguage of Article 2(4) does not
expressly include it as a threat or use of force. n93 This is in spite of a
proposal by the Brazilian delegation to the Dunbarton Oaks Proposals to do just



that. The Brazilian proposal included the term "econom c nmeasures” with the term
"force," but the proposal was soundly rejected. n94 Wth that rejection, nost
Western states interpreted econonmc coercion to be outside the scope of Article
2(4). n95 The conmmuni st bl oc and nost Third World countries, however, stil
averred that econom c coercion was within the scope of Article 2(4). n96 On the
ot her hand, the I CJ's Ni caragua deci sion appears to hold that econonic pressure
does not constitute a violation of the principle of nonaggression. n97 In

[*242] sum it is unclear whether econonmic pressure, in and of itself, can
qualify as a violation of Article 2(4).

The Charter does not further define use of force, but nodifies it somewhat
by speaking of the use of force in several situations: against the territoria
integrity of any state, against the political independence of any state, or in
any other manner inconsistent with the "Purposes of the United Nations." n98

3. Against the Territorial Integrity or Political |ndependence of any State
n99

The phrase "against the territorial integrity or political independence of
any state" was not originally proposed to be included in Article 2(4), but its
addition was agreed to by the nmajor powers "in response to the demand of the
smal l er states that there should be sone assurance that force would not be used
by the nore powerful states at the expense of the weaker ones.” n100

a. Territorial Integrity

Use of force against the territorial integrity of another state has often
been interpreted in the traditional sense as taking of |land. nl101 Thus, Sadaam
Hussein's forci bl e annexation of Kuwait was clearly a violation of this
provision. nl02 Less clear is whether the termwas neant to be equivalent to
"territorial inviolability.” nl03 Could a country enter another country w thout
perm ssion, for reasons other than the taking of |and, w thout [*243]
violating the latter's territorial integrity? It appears it could not. Currently
such incursions appear to be linmted to those approved in treaties or other
prior agreements. nl04

Less clear is howterritorial integrity applies in the informati on age. Does
one violate a state's territorial integrity by laying claimto a portion of a
state's cyber real estate? Could one, for instance, appropriate a radio station
or tel evision channel by broadcasting fromone's own country or sone other |ega
position? It appears one could, at least without triggering any use of force
tripwire. nl05 Indeed, the Voice of Anerica appears to be a m nor manifestation
of this position. nl06 As discussed above, Article 41 of the U N Charter
appears to exclude the "conplete or partial interruption of . . . telegraphic
radi o, and ot her means of conmunication . " fromthe definition of use of
arned force. nl07

If interruption of the broadcast is not a use of force, what of interruption
and replacerment? It woul d appear to be far nore threatening if, instead of just
adding a new station or interrupting an existing station, one both interrupted
the | ocal broadcast and replaced it with one's own. nl08 This would be
especially true if the replacenent station aimed to nminmc the real [*244]
station so as not to reveal its true source. nl09 It is already possible for
one nation to electronically hijack the signal of another nation's state-owned
tel evision station and use norphing techni ques to nake the replacenent broadcast
portray governnent |eaders nmking antigovernnent statenents. nll0

Ti me magazi ne reported that "the Air Force's |atest secret weapon"” is a
converted cargo plane named Conmando Sol o. nl1l11l Conmando Sol o can purportedly
"Jjama country's TV and radi o broadcasts and substitute nessages--true or false-
-on any frequency." nll2 Is such an | Wtechnique an illegal use of force? nll3
Probably not under the traditional definition, especially not under the
territorial integrity stem nll4 But such an action does go beyond a strict
reading of Article 41 of the U N Charter and coul d, depending on the nature of
t he broadcast, inpinge upon the political independence of the subject state.
n1l1i5



It is less clear whether a country could pursue an information attacker
electronically through the Internet, even if [*245] that pursuit required
back- hacki ng t hrough hubs in other countries, without violating the territoria
integrity of those countries? Currently, the Departnent of Justice has taken the
position that coordination with the affected countries is to be sought first,
though it is suggested that international agreements be pursued to facilitate
extendi ng a search beyond one's borders. nll6

b. Political |ndependence

The threat or use of force against a state's political independence presents
an issue of particular conplexity. Unstable governnents could in sone cases bhe
toppl ed through effective propaganda canpaigns. nll7 |Indeed, the extensive
power of the nedia suggests that a highly sophisticated and wel |l -organi zed
propaganda canpai gn may even threaten the political independence of nore
est abl i shed governments. nl118 The U N. Ceneral Assenbly adopted a non-binding
Resol ution on the Definition of Aggression. nll9 Article 1 of the resolution
largely limted the definition of aggression to the use of armed force. nl120 An
enuner ati on of what constituted armed force was set out in Article 3. nl21
While this list was not to be construed as exhaustive, Article 4 nade clear the
termwas nore constrained than sone third world countries had desired: "The
econom c, ideol ogical and ot her nodes of aggression were carefully considered
. , but the [*246] result was an interpretation that they did not fal
within the term'aggression' as it has been used in the Charter . . . ." nl22

Despite the anbiguity of the termi nology used in the Charter and the
relatively narrow definition of aggression adopted by the General Assenbly, many

i nternational |aw scholars still hold that, "as long as the act of force . . .
conpels a State to take a decision it would not otherw se take, Article 2(4) has
been violated." nl123 Such a declaration seens sonewhat circular, however, as
one nust still define what can constitute an act of force within the definition

of a use of force. nl24

c. O in any O her Manner Inconsistent with the Purposes of the United
Nat i ons

Article 2(4) was specifically witten to try to end the tyranny of war which
had so wacked the world in the First and Second Wirld Wars. nl125 This broad
prohi bitory phrase was intended to give a certain conprehensiveness and
flexibility to the restriction, but necessarily not in a vacuum "[Article
2(4)'s] interpretation and application in practice do not take place in
isolation, but rather in the total context of the purposes and principles of the
Charter, the responsibilities and powers of organs, and the interests and
particul ar concerns of nenbers.” nl26

One aut hor has suggested that the broad concludi ng phrase of Article 2(4)--
"or in any other nmanner inconsistent with the Purposes of the United Nations"
nl27 --was nmeant also to serve as a catch all to include econom c measures
within the anbit of a [*247] threat or use of force, nl28 though this
construction has not been generally accepted, especially among Wstern
countries. nl29

4. Other Articles

As was mentioned earlier, several other articles in the Charter have a role
in further interpreting the scope of Article 2(4). Interestingly and somewhat
confusingly, there seens to be little parallelismw thin the Charter between
what is prohibited, when the Security Council can step in, and when any nenber
may use force for collective or self-defense. Thus, while Article 2(4) broadly
prohibits the threat or use of force, Article 39 addresses how the Security
Council may react to "threats to the peace," "breaches of the peace," or "acts
of aggression,” nl30 and Article 51 purports not to upset the inherent right of
sel f-defense agai nst arned attacks. nl1l31 Sonewhat inconsistent with Article 39,
Article 1(1) treats "acts of aggression" as a subset of "breaches of the peace."
n132 And the indeterm nate | anguage of Article 1(2) nl133 has actually been used
to justify the use of force on behalf of independence novenents, nl134 though
such seens to require a somewhat tortured readi ng of the | anguage. Perhaps the



nost inmportant article for helping to frane the issue of how we can tell we are
at war is Article 51, so we will begin there.

[ *248]
a. Article 51 of the U N Charter
(i) Language

Article 51 of the U N Charter provides an exception to Article 2(4)'s
faci al |y sweeping prohibition against the threat or use of force

Nothing in the present Charter shall inmpair the inherent right of individua
or collective selfdefense if an armed attack occurs agai nst a Menber of the
United Nations, until the Security Council has taken the neasures necessary to
mai ntain international peace and security. Measures taken by Menbers in the
exercise of this right of self-defense shall be imrediately reported to the
Security Council and shall not in any way affect the authority and
responsibility of the Security Council under the present Charter to take at any
time such action as it deems necessary in order to maintain or restore
i nternational peace and security. nl35

(ii) Limtations

O course the right of self-defense is tenpered by the concepts of "mlitary
necessity" and "hunmanity" as defined by customary international |aw under the
Law of Armed Conflict. The latter of these concepts enconpasses the rule of
proportionality. nl136 This was acknow edged by the ICJ in the Ni caragua case:
there is a "specific rule whereby self-defence would warrant only neasures which
are proportional to the arnmed attack and necessary to respond to it, a rule well
established in customary international law " nl137 The point was underscored and
specifically linked to the sel f-defense envisioned by Article 51 in the court's
decision, On the Legality of Nuclear [*249] Wapons; "This dual condition
applies equally to Article 51 of the Charter, whatever the neans of force
enpl oyed." nl138

(iii) Applicability of Article 51 to Actions Against Terrorists

Article 51, because it has no language limting its application to menbers
of the United Nations, and because it purports to |leave intact the inherent
right of a state to defend itself, has been held to support the right to enpl oy
force against terrorists in appropriate cases. nl139 Thus, one author has
clained broadly that, "A nation attacked by terrorists is permtted to use force
to prevent or preenpt future attacks, to seize terrorists or rescue its citizens
when no other means is available.” nl140 This same aut hor has advocated flexible
| egal standards in the application of force in responding to terrorist attacks.
"Qur mlitary and intelligence services should be permtted under the law to
prevent a terrorist attack in the sane way that police officers stop a fleeing
felon. As the tactics, weaponry, and targets of terrorists change, so should the
| egal paraneters surrounding the use of force." nl4l Wile these contentions
may have visceral appeal, the weight of international |egal authority seens not
to go so far. "Generally speaking, a state has no right to invade a foreign
state to rescue or protect its nationals who are considered to be held
unlawful ly by that state or by private persons.”™ nl42 There is, however,

a well-established right to use linmted force for the protection of one's
own nationals froman imrinent threat of injury or death in a situation where
the state in whose territory they are located either is unwilling or [*250]
unable to protect them The right, flowing fromthe right of self-defense, is
limted to such use of force as is necessary and appropriate to protect
t hreatened nationals frominjury. nl43



In any event, the state enploying such force nust be able to defend its
actions through accurate and tinmely intelligence data supporting the choice of
target(s) and the unavailability or futility of alternative nmeans. nl44

The United States al so supports broad and effective nmeans for dealing with
terrorists, unhanpered by overly restrictive interpretations of internationa
law. "We shall vigorously apply extraterritorial statutes to counter acts of
terrorismand apprehend terrorists outside of the United States.” nl45

b. Article 39 of U N Charter

Article 39 appears to provide potential support to a very expansive and
flexible definition of use of force. This would be consistent with the position
of many international |aw scholars that the U N Charter was designed to be a
living docunent. nl46 The article states that: "The Security Council shal
determ ne the existence of any threat to the peace, breach of the peace, or act
of aggression and shall make reconmendati ons, or deci de what nmeasures shall be
taken in accordance with articles 41 and 42, to maintain or restore
i nternational peace and security." nl47

VWiile the terminology is different fromthat of Article 2(4), the | anguage
of Article 39 seens to envision a spectrumof [*251] threats, within which
would fit the threat or use of force. Thus, many may choose to place threats to
t he peace | ower on the spectrumthan threats to use force. But breaches of the
peace or acts of aggression would likely overlap or even be coextensive on the
spectrumwith the threats or uses of force. Since Article 39 allows the Security
Council to "determ ne the existence of any threat to the peace, breach of the
peace, or act of aggression" nl48 without any qualification, it appears the
Security Council has very broad interpretational discretion. That the Security
Council could so act for the entire body is supported by Article 24: "In order
to ensure pronpt and effective action by the United Nations, its Menbers confer
on the Security Council primary responsibility for the naintenance of
i nternational peace and security, and agree that in carrying out its duties
under this responsibility the Security Council acts on their behalf." nl49

B. Customary International Law
1. Use of Force

Customary international |law seens largely in accord with the above
interpretation of the provisions of Articles 2(4) and 51. Indeed in the
Ni caragua case, the United States contended that the U N Charter "subsuned" and
"supervened" the customary international lawin this area. nl50 The ICJ]
di sagreed, concluding that "custonary international |aw continues to exist and
to apply, separately frominternational treaty |law, even where the two
categories of |law have an identical content.” nl51 The United States had
asserted that under the Vandenberg nultilateral treaty reservation, the ICJ
| acked jurisdiction to decide any issues concerning U.S. treaty obligations.
nl52 In response, the ICJ agreed not to apply multilateral treaty |law, relying
instead on Article 36 of the Statute of the International Court of Justice nl53
[*252] for its jurisdiction, and custonary international |aw for the
substantive law. nl54

The court's decision was significant in that it held that the conbination of
| ogi stical operations undertaken by the United States to train, arm and equip
the contras constituted both an unlawful threat or use of force and an unl awf ul
intervention in the sovereignty of another state. nl55 Laying mines wthout
identifying their location and U S. overflights of N caragua were also held to
violate customary international |aw on non-use of force and recognition of
sovereignty. nl56

2. Espionage

Sonme | Woperations may constitute little nore than the sophisticated use of
technol ogy to spy on an adversary. Spying has always been hel d perm ssi bl e under
international law and the [aw of arnmed conflict, nl57 though it is al npst
uni versal ly outl awed under national domestic |aws, and is often punished very
harshly under such |laws; the death penalty and life inprisonnent are conmon



maxi mum puni shments for spying. nl58 Further, the "actions of espionage or |aw
enforcenent agents within a nation's territory have never been considered a use
of force under international law, . . . ." nl59

C. Treaties
1. On the Use of Force

O the nany treaties to which the United States is a party, those which
refer to the use of force seemal nost universally to use the term"threat or use
of force" as a termof art without further anplification, apparently
i ncorporating its definition under customary international |aw and Article 2(4)
of the U N [*253] Charter. nl60 Sone treaties, |like the Charter of the
Organi zation of Anerican States (QAS), also discuss the exceptionally broad and
| argely unenforced concept of non-intervention: nl6l

No State or group of States has the right to intervene, directly or
indirectly, for any reason whatever, in the internal or external affairs of any
other State. The foregoing principle prohibits not only armed force but al so any
other formof interference or attenpted threat against the personality of the
State or against its political, economc, and cultural elements. nl62

The OAS treaty enpl oys extrenmely expansive | anguage, prohibiting "any ot her
formof interference” and even "attenpted threats,"” whatever that would
constitute. nl63 It is clear that this language is neant to be interpreted far
nore broadly than the "use of force" |anguage of Article 2(4), but in fact the
| anguage is [*254] so broad as to be legally unenforceable. nl64 N caragua
attenpted unsuccessfully to rely on this broad |anguage in its case. nl65

2. On Information Warfare

There are a myriad of treaties that could potentially inpact the legality of
| Wattacks. These woul d include arrangenents to which the United States is a
party with countries around the world. nl66 Under these agreenents, each host
nation's law may also come into play. nl67 Additionally, the Convention on the
Law of the Sea, nl68 the International Tel ecomunications Convention [*255]
of 1982, nl69 and various space treaties nl70 all contain limtations on
actions the Menber States might consider in either offensive or defensive
i nfornati on operations. However, while these treaties may nmake certain
i nfornati on operations illegal, they do not directly inpact the issue of how one
knows whether or not one is at war.

IV. Limtations

There are potentially significant linmtations to enploying the neans
necessary to detect whether one is at war under domestic and international |aw.
As noted above, IWattacks are inherently nore difficult to identify. This is
because the originator's identity is easily conceal ed or spoofed, the attacker's
association with state sponsorship is difficult to ascertain, and the attacker's
intent--whether to intentionally or inadvertently cause harm-is oftentines not
apparent. As such, linmtations on nethods to detect the attacker can
significantly hanper a proper deternination of the severity of the situation

A. How Does U. S. Law Apply?

According to the definitive Arnmy Field Manual 27-100, "all nmilitary
operations rmust conply with United States |aw, whether in the formof a statute,
treaty or other international agreenent, executive order, regulation, or other
directive froma branch or agency of the federal governnent." nl71 Certainly,
it is true that by and large the mlitary must conply with donmestic law, but it
seens the Field Manual overstates the case sonewhat. It woul d seem preposterous
for any military nenber who killed an eneny soldier during war to have to
justify his actions under an affirmative defense to the crine of nurder. Is it
[*256] then understood that sone donestic lawis trunped by the | aw of arnmed
conflict or the exigencies of war? Certainly the law of arned conflict, as a



body of international |aw, would be on par with the Constitution, and therefore
above other federal or state law. But the law of arned conflict, with linmted
exceptions, is generally concerned with setting out that which is prohibited,
not in establishing affirmative substantive rights. nl72

Thi s discord between that which is forbidden under | aw in peacetinme Anerica
and that which nmay be pernitted when the national security is endangered seemns
little explored. This is perhaps because the |last war fought on Anerican soi
was over 130 years ago. The confluence between the two | aws takes on increasing
i mportance, however, in the age of | Wwhere attacks and potential counterattacks
could take place regularly within the jurisdictional boundaries of the United
States. |Indeed, Deputy Defense Secretary John Hanmre hanmered the point honme when

he stated, "I think everybody has to realize that we are now entering a period
where we have to worry about defending the honeland again . . . | mean defending
t he honel and agai nst an eneny arned with conputers.”™ nl73

1. Constitutional Provisions

One potential hurdle in detecting informati on attacks nay be found in the
Fourth Amendrment to the U S. Constitution. nl74 It broadly protects against
unr easonabl e searches and seizures. nl75 The anendnent, however, al so contains
a warrant clause, which allows for searches and seizures in specific
ci rcunmst ances. The requirement for a warrant is riddled with judicially
devel oped exceptions, but in the area of electronic data and comuni cati ons any
hol es seenmed to have been plugged by [*257] supplenentary |egislation which
not only fills the hole, but provides protections beyond those required by the
Constitution. nl76

Case |law fromas recent as 1990 woul d suggest that whatever hurdle the
Constitution provides within the United States, it will not provide much of an
addi ti onal stunbling block once the trace |l eaves the United States. In United
States v. Verdugo- Urquidez, nl77 the Suprene Court held that Fourth Anendment
protection does not extend to "the search and seizure by United States agents of
property that is owned by a nonresident alien and | ocated in a foreign country."
nl178 The Court also noted that it had previously "rejected the claimthat aliens
are entitled to Fifth Arendnment rights outside the sovereign territory of the
United States." nl79 "In sum the Verdugo- U quidez opinion speaks in terns so
sweepi ng as to suggest the general conclusion that aliens residing outside the
United States are not entitled to any Constitutional protections,” though such a
readi ng probably goes too far. nl1l80 As to "alien enemes,"” the Court had
previously held "that the Constitution does not confer a right of personal
security or an immunity frommlitary trial and puni shment upon an alien eneny
engaged in the hostile service of a governnent at war with the United States.”
n181 By so holding the Court narrowed the Fifth Anendnent's broad | anguage
[*258] which seemingly extended its protections to any person, including eneny
aliens. nl182 The Court's holding, reasoned "that the Fifth Arendnent offers no
protection to aliens to the extent that its application would inhibit the
executive's conduct of foreign relations.” nl83

In United States v. Alvarez-Machain, the Court held that U S. agents could
enter Mexico to physically renove a person fromthat country and bring himto
the United States. nl84 Specul ating about a scenario in which an U S. agency
entered via the Internet to renove or delete data, it appears the courts would
find no Fourth Anendnent violation, although the Conputer Fraud and Abuse Act
(CFAA) nl185 woul d pose a serious stunbling block to any efforts initiated from
within the United States.

2. Federal Conputer Statutes

The Air Force has considered i nplenmenting "active defenses" in Air Force
conput er systems. nl86 Active defenses would essentially operate as an
electronic retaliatory strike, directing destructive progranm ng codes at
conputers that actively penetrate sensitive Air Force conputer systens. The
Department of Justice (DQJ) has taken a position unequivocally opposed to the
enpl oyment of active defenses, both because of the difficulty controlling
certain types of active defenses and because it would construe such a nilitary



defense to be in violation of the CFAA. nl87 This broad domestic |aw, which
brings within its anmbit IWattacks, also creates a conflict as to when
particular actions are dealt with as crines and when they are dealt with as
attacks agai nst the national security.

An attenpt to partially address this situation was effected with the
publication of Presidential Decision Directives (PDD) 62 [*259] and 63, which
establ i shed a new post of National Coordinator for Security, Infrastructure
Protection and Counter-Terrorism nl1l88 PDD 62 ains to provide nore effective
ways of conbating terrorism including "preparedness and consequent nanagenent
for weapons of nmmss destruction." nl189 PDD 63 is specifically ained at
protecting the nation's critical infrastructures. nl90 It establishes a
national coordinator and sets out the National Infrastructure Protection Center
(NIPC) within FBI as the focus for coordinating and facilitating the federa
government's response. nl91 Several agencies are represented on the N PC,
including the DOD. Richard O arke, appointed coordi nator of the new post, "wll

chair a senior level Critical Infrastructure Co-ordination Goup . . . tasked to
review the vulnerabilities of governnent and national infrastructures and to
i mpl enent information assurance policies.” nl92

O additional concern are the El ectronic Conmuni cations Privacy Act of 1986
(ECPA), nl193 and the Privacy Protection Act (PPA). nl194 The ECPA sets out
protections against the interception or disclosure of electronic communications.
nl195 It also "places procedural and substantive restraints on the ability of
agencies to obtain warrants for crimnal investigations.” nl96 Simlarly, the
PPA provi des protections which extend beyond the Fourth Anendnent's protections
to persons involved in First Anendrment activities. nl97 Wile the aimof these
| aws appears to have been to provide increased protections beyond those afforded
[*260] by the First and Fourth Anmendments, they al so provide significant
hurdles to investigators or those attenpting to defend agai nst |Wattacks. nl198
Serious consideration should be afforded to providing national security
exceptions to these laws to provide a nore reasonabl e bal ance between the
defense of the nation and extensions to privacy rights. nl199

3. Law Enf orcenent

In a far-reaching opinion, the Ofice of Legal Counsel advised that the FB
could legally violate customary international |aw and Article 2(4) of the U N
Charter while engaging in extraterritorial abductions. n200 The opini on
reasoned that the President, acting through his constitutional authority, has
the power to authorize agents of the executive branch to engage in | aw
enforcenent activities in addition to those provided by statute. n201 It can be
said, then, that the Ofice of the Legal Counsel's opinion foreshadowed the
Suprenme Court's position in Verdugo-Urquidez: "If there are to be restrictions
on searches and sei zures which occur incident to such American action, they nust
be i mposed by the political branches through di pl omati c understandi ng, treaty,
or legislation." n202

V. Concl usi on

The U S. nmilitary has recently been the victimof hundreds of thousands of
i nfornati on attacks. n203 The nunber of such attacks against civilian targets,
whi ch make up the nation's information infrastructure and its economic
infrastructure, are [*261] nore difficult to count, but are highlighted by
several jarring cases. Wiile the United States is currently the nost
technol ogi cal and nost powerful nation on earth, it is also the nost vul nerable
to information attacks. In |ight of these devel opments the United States mnust
| ead aggressively. It nmust take the lead in helping to define the contours for
eval uati ng what constitutes the use of force in the information age.

Utimately, what constitutes an illegal threat or use of force must focus
nore on the actual or potential inpact of the attacker's actions than with the
technol ogi cal neans used to achieve it. The broad | anguage of the U N Charter
its construction as a living docunent, and the latitude it affords the Security
Council in determ ning what anounts to a threat to the peace, a breach of the



peace, or an act of aggression all provide a workable framework for applying new
IWinterpretations to the old ternmns.

While it may be desirable to address the issues in an international forum
the international community nmust be wary of "last wave" thinking. No | onger can
we afford to address the laws of armed conflict solely as they relate to the
air, the land, or the sea. Nor can we |limt the assessnent of an aggressor's
actions by its use of any particular class of weapons or even physical force.
Rat her, we must assess the threat to international peace by assessing the harm
that occurs or is threatened. The fast-changi ng pace of devel opnent in the
informati on arena will otherw se render standards usel ess or even detrinmenta
within just a few nmonths or years

The United States nmust also closely reviewits donmestic |aw, which currently
hanpers efforts to pursue and identify attackers. Lawrakers nust becone
intimately fanmiliar with the rapidly changi ng technol ogy, which renders
i nfornati on attacks increasingly elusive, yet far nore threatening. It wll
requi re careful balancing of the expectations of privacy against the needs of
keepi ng our nation's infrastructure secure and defend our national security
interests. Menbers of the DQJ, the DOD, and a key Senate Judiciary subcommttee
are aware of the need for, and appear to be working toward, a neans to
stream ine the warrant requirenent for electronic pursuits, which typically
crisscross a nultitude of jurisdictions within the United States. [*262]

The United States nmust al so reassess its information operati ons conmand
structure. Presidential Decision Directives 62 and 63 seek to address many of
the deficiencies identified by the President's Conmission on Critica

Infrastructure Protection, n204 but the result is still an uncertain comand
structure, with the FBI seenmingly thrust into the position of being our nation's
first line of defense to IWattacks. Still largely undefined is how and when the

bat on gets passed between | ocal |aw enforcement agencies, the FBI, the nmilitary
and the federal judiciary. Wthout very clearly defined roles and early

i nvol venent of the military, the United States could be hit hard and wi de before
t he defenders even have a chance to protect critical assets or otherw se
respond. Perhaps nost catastrophic would be a highly structured attack di sgui sed
as a series of seemngly unrelated unstructured attacks. This would serve to
weaken and distract a disjointed command structure. If followed up with a w de-
reaching structured attack that hits certain critical points n205 in the
infrastructure, the United States could be seriously paral yzed.

Attenpts to coordinate the efforts of crimnal investigators, intelligence
experts, and the mlitary are inproving. Nevertheless, the current structure
still places the FBI as the first line of defense in an infornation war. n206
But, crimnal investigation can be worlds apart fromnational defense. One is
concerned with evidence collection and preservation; the other is concerned with
preservation of the national security. The inportance of protecting the nationa
security authorizes the mlitary to use deadly force to prevent the theft of
highly classified property or access to certain installations. On the other
hand, civilian | aw enforcenent agencies would generally be more [*263]
concerned with properly advising the suspects of their rights and seeking
appropriate search warrants in typical theft of property or trespassing cases.
In a wrld that is becom ng increasingly networked, the problens are only likely
to beconme nore conplex. As such, steps nust be taken now to ensure that when and
if we are able to determine that we are in an information war, or any |esser
mani f estati on whi ch neverthel ess endangers the national security, the mlitary
is not legally paralyzed in its efforts to defend that interest.
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